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With .
formerly,

For 16 years

= 10 years client project engineering

» 6 years software engineering process improvement research

PhD in Applied Formal Methods

Senior Architect for Test For High-
Integrity Expertise Centre of
Capgemini Engineering in Bath

IMPROVEMENT ENGINE

Research & Production Special Interest
Technology Environment Groups
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IMPROVING MODEL-BASED TESTING
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Capgemini@ engineering

Leading tools and best practice

D oc O

High-Integrity Software Industry

Approach is:
= Repeatable
= Predictable
= Profitable

We understand:

= Risks and mitigations

= QOpportunities and how
to capitalise on them

Reuse standard test infrastructure across projects

We keep up-to-date with industry best practice,
and help to advance it
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OUR APPROACH ' &
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MODEL-BASED SPECIFICATION

SPECIFY DETAILED
BEHAVIOUR

DEFINE CONTEXT AND
EXTERNAL INTERFACE(S)

» Specify persistent state
required for system/packages

» Specify detailed behaviour
for (partial) operations

Model of the world needed to

describe the machine's

interface

= Defineinterface(s) to
operations of the machine,
with their inputs and outputs

DECOMPOSE AS CHECK CORRECTNESS AND
REQUIRED USEFULNESS

Where required, identify Check unambiguous,
suitable packages to divide consistent, complete
specification into and = Check feasible, refutable,
decompose operations traceable, usable

into partial operations that

update the separate

packages
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DETERMINING WHAT THE TESTS SHOULD CHECK FOR

<o - .> TEST INPUTS TEST OUTPUTS

?
EXECUTABLE? SPECIFICATION

SOLVABLE?
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COVERAGE CRITERIA FOR RULE-BASED TESTING ‘

> . 1M
« p1[a1, b1]
« leta=al,b=b1]

When processing a file containing: e 3
notb
pred p1[a, b:Bool] { . (-T) not c1
aorb aorb . o1at. bi]
! 1M 2m 36  leta=at,b=bi]
* nota
a ) O O e b
If we had an expression: b O o 5 ., (-T) not c1

not p1[a1, b1]
leta=a1,b=b1|
not a

« notb
L\; - 1
>

p1[a1, b1] or c1

Then we'd generate conditions:
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GETTING COVERAGE FOR RULE-BASED TESTING ‘

BLACK BOX GREY BOX

/4
SOLVER-BASED ON SPECIFICATION
/

SOLVER-BASED ON CODE "\ o
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RUNNING TESTS AGAINST AN IMPLEMENTATION

Test Scripts

Test Build Executable

Test Harness=——"@
Generator system tests \

Software —_— ¢
Under Test

/

Check against

Test Results e - e99
specification

&——— Test Outputs =
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CREATIVE TESTING

REVIEW *. CODE COVERAGE ANALYSIS

TESTING GAP

______________________ Manually write rule, condition
------------------ 5 and test generation automated

________________________________________
________________________________________
............

MISSING Manually write condition,

CONDITION? test generation automated

......

i " CANREUSE L
S, ORACLE? i Manually write inputs,

e L expectations automated



RELATED WORK

AUTO

AUTOSAC was a NATEP project funded by
Birmingham City Council/Finance Birmingham
and the FAC, as project number FAC043.

unit Test Results

/ AUTOSAC

» Unit Test
Results

N g

AUTOSAC
Tools

Low-Level
Requirements

ConTestor

CRUCIBLE

The development of Crucible was supported
by the HICLASS project, funded by the
Aerospace Technology Institute and Innovate
UK, as project number 113213.

\fiest_ves-asserts3/im/dasht

Alloy Specification

e alloyalloy

Index | Verification Conditions | Path Conditions | Dashboard | VCRM

Dashboard

Total Time

Conditian Generation

Solving

Verification Conditions

Path Conditions

x + v - O x

« C O File | C/Workspace/eciipse/alioy/alioy/generat.. @ 2 &« @ & O @

Index | Veriication Condiions Path Concitiors Dashboard | VCRM  Alloy Specification

test_1

Tested in 39 seconds

Tracing

[&f cAWorkspace\eclipselalioy\alloy\generated-newest_sb_first_pcs\adalitest_1.adb

File Edit Search View Encoding Langusge Settings Tools Macro

- N...

- [m] X

Run Plugins Window ? X

o rye]| R TR == EEER
Hies_tado
——————————— ~
with Types: use Types
10 with Alloy Interface; use Alloy Interface
12 procedure Test 1 is
13 Cycles : comstamt Set_Cycle
Set_Cycle
Length
Values —> Set_Cycle Values
Cycle
Pre —> Null_Optional_Steam_Boiler
Inputs —> Null Optional Inputs
Outputs —> Null Optional Outputs
Post —> Steam Boiler
22 c
23 M1
24 M2
25 M1
26 W_2
27 Normal Range —> Set_Integer
28 Length
29 Values —> Set_Integer Values
. v
length: 133310 Ln:1 Col:1 Sel:0|0 Unix (LF) UTF-2 INS




CASE STUDIES

TOKENEER

Attribute
Authority
(AA)

Certificate
Authority
(ca)

The Tokeneer Project

A hands on look at an NSA funded, highly
biometric software system.

Reader

= Alloy specification from original Z specification
= Generate unit tests against original SPARK
= Animation to validate

PROJECT X

Retrospectively applied to past client project

= Alloy specification from original requirements
= Generate unit tests against original SPARK
= Use of CVC4 as external solver

STEAM BOILER

Input Value

stop n Cycle4 State: Normal Mode
Output Value
sbw T
pur T mode Normal
ps [TTTT] pr F
Vo F
Bes [LLLT] “ Steam:
level 240L “ oL po [TT.T.F
sieam oL pfd |(AARS
pr [FEFF] “ Water Level: pcfd [FRRF
per [FEFF] 240L Iid F
Ir F sfd F
sr F pra [FEFF
pfa [FEFA pcra [FEFF]
pcfa [FEFF Ira F
Ifa F sra F
sfa F

= Alloy specification from original requirements
= Generate test sequences against SPARK implementation
= Manual testing via animator

PROJECT Y

Being applied to live client project

= Alloy specification from software requirements
= Generate component tests against SPARK implementation
= Animation to validate



CONCLUSIONS
CAN WE PERFORM EXPERT TESTING WITHOUT THE EXPERTS?

3.FUTURE
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This presentation contains information that may be privileged or confidential and
is the property of the Capgemini Group.

Copyright © 2023 Capgemini. All rights reserved.

About Capgemini

Capgemini is a global leader in partnering with companies to transform and manage their
business by harnessing the power of technology. The Group is guided everyday by its
purpose of unleashing human energy through technology for an inclusive and sustainable
future. It is a responsible and diverse organization of over 360,000 team members in
more than 50 countries. With its strong 55-year heritage and deep industry expertise,
Capgemini is trusted by its clients to address the entire breadth of their business needs,
from strategy and design to operations, fueled by the fast evolving and innovative world
of cloud, data, Al, connectivity, software, digital engineering and platforms. The Group
reported in 2022 global revenues of €22 billion.

Get The Future You Want |


http://www.facebook.com/capgemini
http://www.linkedin.com/company/capgemini
http://www.slideshare.net/capgemini
http://www.twitter.com/capgemini
http://www.youtube.com/capgeminimedia
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