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●

○ Founded in 2014 from Cambridge University

○ Open silicon everywhere!

○ Full stack engineering:

HW Design/Verification, Compiler, Software
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●

○ Tools and training for secure hardware

○ Nova Scotia, Canada

○ Wholly owned subsidiary

lowRISC overview
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Memory safety & CHERI



● Microsoft:

70% CVEs are memory safety issues

● Cybercrime:

$10.5 tn cost annually

● Crowdstrike:

not malicious, but $5.4 bn damage

● Apple invest in security:

Enhanced memory tagging extension

Memory safety

Solution Cost

New languages Billions lines of legacy code

CHERI Introducing hardware checks



CHERI Capabilities



+ CHERI + RTOS = CHERIoT

github.com/microsoft/CherIoT-ibex

“This is truly important foundational work, as it 

will help make CHERIoT-Ibex the world’s first 

production grade, open-source CHERI-enabled 

microcontroller core. We’re looking forward to 

seeing it broadly leveraged in commercial 

designs, bringing much-needed hardware 

security — in an efficient manner — to a broad 

swathe of critical applications.”

Tony Chen

Partner Security Architect, Microsoft

CHERIoT: Making 

CHERI work for 

embedded systems



Sonata development platform



● Open RTL for baseline CHERIoT Ibex SoC + open FPGA PCB

● UKRI / DSbD funded Project [Project Number - 107540]

● 125 boards to leading commercial organisations and universities

● Support CHERIoT RTOS

○ Full compartmentalisation

○ Spatial and temporal safety

○ CHERIoT LLVM

○ Examples and demos

Sonata platform

Buy it on 

Mouser!





Sonata v1.3 release
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CHERI impact



Area impact PMP vs CHERI

Chip area cost for memory safety:

● 0.6% for PMP

● 1% for CHERI

Mitigate memory vulnerabilities without 

significantly increasing area.

Configuration Area Overhead

Ibex 57 kGE 0 %

Ibex+PMP 81 kGE 42 %

Ibex+CHERIoT 90 kGE 57 %

FreePDK45 +



Code impact - Embedded

Network code Code size

FreeRTOS-TCP 74 kLoC

BearSSL 52 kLoC

coreMQTT 16 kLoC

coreSNTP 5 kLoC

Total 

unmodified

147 kLoC

CHERI wrapper 6 kLoC

Change 4%



Code impact - Application-class

● Full desktop environment with CHERI:

○ Total: 6 MLoC

○ Change: 0.026%

● Approaching 100 MLoC ported

Memory bandwidth:



Get involved



Join: cheri-alliance.org/contact/

CHERI Alliance founders

Community 

Support

Promotion

Technical 

Alignment



RISC-V standard

● Architecture review

● Extensions

○ Base: RV32/64Y

○ Zydefaultcap: default encoding

○ Zys: ambient sealing

○ Zyhybrid: mode bit

○ Zabhlrsc: byte-level loads

● Have your say!

github.com/riscv/riscv-cheri



Thank you for your attention!

mvdmaas@lowrisc.org

info@lowrisc.org

Open silicon everywhere
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