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Optimizing the human:
Safety critical on a budget

* Why do we have to optimise the human now?
* How do we achieve rapid certification?

e What is the human's role in future work?



What is coming to our industry?

* Rapid expansion of platform
capability

 Added complexity of
interconnected systems

* Increasing demand




What drives timelines?
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How do we scale?
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Where are we spending time?




Where does automation come in?

Formal Verification



Requirements - Formal specification
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* Mathematical proving of models of

VARIABLES small, big
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Requirements - Formal specification
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Automated: m :> — 1. User writes
m p— requirements

* Type checking and proof

* Code generation

2. Computer checks logic

» Test case generation 5

l: ': 3. Automated answer




Implementation - Formal Verification

* Mathematical proving of source code

 Early identification of implementation
errors

* Reduces regulatory demand for costly
unit testing

* Examples include SPARK Ada, FRAMA
C...




Implementation - Formal Verification

package body Linear_Search

Au to m ated : is\-lith SPARK_Mode

function Searc
(A : Arr;

. 7 Val : Element) return Search Result
« Data & control flow analysis e+ Todergase e AvFiret,

Res : Search_Result;
begin
while Pos <= A'Last loop

1f A(Pos) = val then

* Proof of the absence of run- Res 1= (Found = True.
time exceptions :

return Res;

pragma Loop_Invariant
(Pos 1n A'Range
and then

« Dependency contract checking pragms Logp.Verient. (Tncrassas = posts o

Pos := Pos + 1;
end loop;




Testing — Automated test cases

Domain
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How do we manage projects?

Setup phase Development phase Completion phase
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Optimising the human

* Change is coming to the industry and safety needs to be at the
forefront

* Many methods to solve the problem, but there is no silver bullet!

» Offload repetitive tasks to automation so we can focus on the
complex problems!



Qu e St | ons ? Follow us on Linkedln




