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Framing the Problems of
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Gl

C1
Description of 'sufficient’ for

Security for {System} is
sufficient through-life

\/
Stl
Argument over identified
{System} level {Risks}

f n risks
G2

{Risk} addressed through
{Requirements}

\

St2
Argument over identified
{Requirements} at

decomposition {Level k}

t m requirements
G3

{Requirement} demonstrably
addressed through {Evidence}

!

Snl
{Evidence} to
support
{Requirement}
satisfaction

{System} in {Operational Context}
and in each {Lifecyle Phase}

c2
Identified sufficient number
of interaction risks

c3
Criteria for "good" in a
given specific {Context}
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Security 4+1 Principles

1. Security Requirements Defined

2. Security Requirements Decomposed
3. Security Requirements Satisfied
4. Threats Identified

4+1 Security Confidence
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C4. <unacceptable safety risk>
defined by risk appetite and regulatory
requirements

C1. Operating Context
{Security Scope Definition}

C2. System Development
Processes

Package \

Main Claim, Scope & Context

C5. Standards

Dev Evironment ED202A
System Models (architecture) Gl1. ED203A
Security Measures System security risk does ARP4754A/DO178C/DO254
not lead to unacceptable ARINC 811

C3. Assumptions safety risk ED206
<assumptions> about the system for
L N C6. Governance
the purpose of security risk analysis Package Policy
Risk Analysis 1ton Principles
< Process Framework
C7. Threat Conditions List

set of threat conditions

<threat condition TCn> is mitigated or controlled
{TCc1,TC2, ..., TCn}

1

S1.
Argument over <threat scenarios> /

tlmn

G3.n
<threat scenario TSn> is addressed

1]

ol Detailed View

G4.n
<attack path APn> is addressed

AL

1

G2.n |

C9. Threat Scenarios
{TS1,TS2, ..., TSn}

C8. Attack Paths
{AP1, AP2, ..., APn}

Il

[ ]
Package =
Risk = N
Gb5.
C10. Security Measures {security measures} reduces G6. :
Catalogue preparation means, {measures} effectiveness is C11. ED203A Appendix E
{SM1, SM2, ... , SMn} window-of-opportunity or acceptable for <APn> Effectiveness Calculation
execution means for <APn>

!

G7.
{security requirements}
implement {measures}

1on @

S3.
Argument over <system requirements>
at <system level L>
T

Package
Security Requirements 1to nt

Satisfaction

G8.
<system requirement SysRn>
satisfies <SecRn>

S5.
Argument over
<non-technical requirements>

N

ROLLS Go. G10. G1o0.
<software requirement SWRn> <hardware requirement HWRn> <non-technical requirement
satisfies <SecRn> satisfies <SecRn> NTn> satisfies <SecRn>
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S4.
Argument over
<technical requirements>

sn2.
Evidence for
requirement
satisfaction

satisfaction satisfaction




Security Case

- claims developed during risk and
assurance

- claims developed during system,

software and hardware developmen

Goal Claim

Strategy Approach to argument Gl
Product is sufficiently
Cyber Secure
\ 4
G2.
Evidence Product Cybersecurity risk is
managed to a sufficient level
Undeveloped S1. S2.
Argument over Argument over
<threat conditions> <attack paths>
* lton * lton
G3.n G4.m
<threat condition TCn> is <attack path APn> is
mitigated or controlled mitigated or controlled
1ton Q
G5.

<security requirement SecRn>
implements <measure SMn>

lton

G6.
<measures> effectiveness of protection for
<threat condition TC> is acceptable

&

S3.
Argument over <system requirements>
at <system level L>

lton t

G7.
<system requirement SysRn> satisfies
<SecRn> at <system level L>

S4.
Argument over
<technical requirements>

S5.
Argument over
<operational requirements>

!

G8.
<software requirement SWRn> satisfies
<SecRn> at <system level L>

v

Snl.
Evidence for
requirement
satisfaction

> risk claims

> system claims
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Security Case
“Modules”

- Context and scope

- Risk Package

- Treatment Package

- Requirements Satisfaction Package

Package \
Context

Y
Package \
Risk Claims

Y
Package \

Risk Treatment Claims

Package \

Security Satisfaction Claims
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Step 1. Identify Vulnerabilities H I S c

D1.
Identification
complete?

No.

Yes
Y

[ e, Vulherabil |ty Mana geme Nt

o D2 Ties Vuraily , , ,
' Workbook - process to identify weaknesses in the system
1 - differences to safety risk reduction
Step 3. Evaluate Vulnerabilities
] - potential for 1000s of vulnerabilities
Step 4. Perfom Detailed
A“iys‘s - identifying change in security risk and security-related system
o ™ requirements
Critical Critical
Vulnerability? Vulnerability
Log

Yes

Y

Step 5. Critical Vulnerability
Treatment

Y

D4.
Go to Step X. Process Until next
to address the process |<—No » Yes process iteration
or assurance deficiency Complete?




Step 1. Identify Vulnerabilities

A. Gather vulnerabilities from B. Analyse CVE databases for
system-specific testing and analysis known vulnerabilities

C. Scan network-accessible systems D. Gather vulnerabilities from | d e nt I fy

Vulnerabilities Workbook

E. Gather Supply Chain threat and F. Gather threat and vulnerability \/u | n e ra b i ‘ it i e S

vulnerability information information from other sources

AN

D1.

Al.
No Identification S| Vulnerability
complete? Dataset

Yes
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Triage & Filtering

Step 2. Filter and Triage

- vulnerabilities in the Dataset
: A2.
No N Trlags > Vulnerability
complete WoRditok
Yes
w



Step 3. Evaluate Vulnerabilities

Evaluate the criticality of each
vulnerability in the Workbook

Document reasoning for each decision

(. Base Metric Group
Exploitability Impact metrics
metrics
Confidentiality
(AnackVemor ) b

() )
( Privileges ) ( Availability
Required impact

User Interaction

v

-

\

Temporal
Metric Group

Exploit Code
Maturity

Remediation Level

Report Confidence

I

7z

@

Modified Base
Metrics 5
Integrity
Requirement

ES

Environmental
Metric Group

Confidentiality
'Requirement

Availability
Requirement

[

Environmental Overall

10.0

Scope /
Base Scores Temporal
10.0 10.0
8.0
6.0
4.0

Base Impact  Exploitability

Analysis & Justification

2.0

0.0

Temporal

Environmental

8.0
6.0
4.0

2.0

0.0
Modified Impact Overall
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Detailed Analysis

Step 4. Perform Detailed Analysis
* sensitivity
e common mode
« change analysis

A3.
Critical
> Vulnerability
Log




Critical Vulnerability Response
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Step 5. Critical Vulnerability Treatment

Develop Security Issue Report

Trigger technical risk assessment

Notification and Reporting

Go to Step X.
to address the process
or assurance deficiency

#

<«—No Process

anlety

Until next
process iteration
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C4. <unacceptable safety risk>
/7 defined by risk appetite and regulatory

C1. Operating Context
{Security Scope Definition}

C2. System Development
Processes

requirements
Package \

Main Claim, Scope & Context

C5. Standards

Dev Evironment ED202A
System Models (architecture) G1. ED203A
Security Measures | System security risk does ARP4754A/DO178C/D0O254
ARINC 811

not lead to unacceptable

C3. Assumptions safety risk ED206
<assumptions> about the system for |
the purpose of security risk analysis P ‘ Cé. Gg‘o’l?cl';‘ance °
Risk Analysis 1ton Principles
Process Framework
C7. Threat Conditions List

L G2.n
set of threat conditions <threat condition TCn> is mitigated or controlled |

)

{TC1,TC2, ..., TCn}

tlmn

G3.n
<threat scenario TSn> is addressed

¥

S (] where the Case
= is undermined

s2.
Argument over <attack paths> /

tllon

G4.n
<attack path APn> is addressed

/\
[Package <
5 X

C8. Attack Paths
{AP1, AP2, ..., APn}

- types of change and impact on argument

G5.
C10. Security Measure: ity di G6. N
Ccal:allggue e {sec;rr\e};;:z:ﬁr;sgar:suces {measures} effectiveness is gftc 5\"3;‘:3;; él;lﬁ;”]:t':;f . o .
i ~0f- i table for <AP!
{SM1, SM2, ..., SMn} eggﬁﬁgﬂggﬁ:;ﬁnﬂg) acceptable for <APn> - Syste natic |dent|f|cat|0n and

' management of uncertainty/change

G7.

{secuty requirements) Augmented change processes

implement {measures}

lon ® Pre-analysis and planning

/Argumemovmé?e'm requiremm/ Metrics and monitoring

at <system level L>
T

Package

Secury Requrements vorf - different to ICS and Enterprise change

Satisfaction

G8. .
<system requirement SysRn> TOOIS ava ||a ble

satisfies <SecRn>

Timescales

/< Argumzi; over / TypeS Of th reat

non-technical requirements>

S4.
Argument over
<technical requirements>

ROLLS Go. G10. G10.
<software requirement SWRn> <hardware requirement HWRn> <non-technical requirement
satisfies <SecRn> satisfies <SecRn> NTn> satisfies <SecRn>
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Snl.
Evidence for
requirement

satisfaction satisfaction satisfaction




System
Development

| |

| | |

| Z |

! | I Operation, |
Capabilities Maintenance

| = | 4 | &Change |

Safety-Security
Co-Assurance

Key
Assurance
Artefact
Safety
Development
Artefact
|
System | Synchronisation
Architecture I e
l Change Update
Security | \
I l Impact
| [ Propagation
| ! >
Time

Development In Service

- aligning safety and security cases
throughout the lifetime of a
system

- plan to incorporate changes

- defining monitoring, analysis and
response action to foreseeable
changes to the security case
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Security Case Packages




Security Case:
Scope

- identify the assets, security
perimeter, security environment

- establish risk sharing responsibilities

and interfaces

C1. Operating Context
{Security Scope Definition}

C2. System Development
Processes
Dev Evironment
System Models (architecture)
Security Measures

C3. Assumptions
<assumptions> about the system for
the purpose of security risk analysis

)
/

Package \

Main Claim, Scope & Context
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C4. <unacceptable safety risk>
defined by risk appetite and regulatory
requirements

C5. Standards
ED202A
ED203A
ARP4754A/D0O178C/D0O254
ARINC 811
ED206

Gl1.
<r\>_ System security risk does
not lead to unacceptable
safety risk
Package \
Risk Analysis 1ton

C6. Governance
Policy
Principles
Process Framework




Security Case:
Risk

- identification of threat conditions
From safety effects

Not identified by safety analysis

- threat scenario identification
- identifying security controls

- attack path identification
Attack vector
Concrete steps
Threat actor

@rpose of security risk analﬁ
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Package N\ - 'I;"('-)I‘i'(:,)-/m"“
Risk Analysis 1ton \ Principles
Process Framework
G2.n

C7. Threat Conditions List
set of threat conditions
{TC1, TC2, ..., TCn}

C9. Threat Scenarios

m

<threat condition TCn> is mitigated or controlled

Y

~

{TS1, TS2, ..., TSn}

C8. Attack Paths

S1.
/ Argument over <threat scenarios> /

tlton

G3.n
<threat scenario TSn> is addressed

y

<L
~

{AP1, AP2, ..., APn}

~

/ s2.
/ Argument over <attack paths> /

tlton

G4.n
<attack path APn> is addressed

AN

—— T



Security Case:
Treatment

- security measures from risk
assessment

- evaluating the effectiveness of

protection
Impact from safety
Likelihoood: preparation of attack,

window-of-opportunity, execution of an
attack

- mapping between security
measures, security requirements,
system requirements

Package ’/ —— \ \

Risk Treatment \
G5.
C10. Security Measures {security measures} reduces G6.
Catalogue preparation means, {measures} effectiveness is |-
{SM1, SM2, ..., SMn} window-of-opportunity or acceptable for <APn>

execution means for <APn>

\

G7.
{security requirements}
implement {measures}

1t0nt

S3.
Argument over <system requirements>

at <system level L>
\

AN
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Effectiveness Calculation




Security Case:
Satisfaction

- allocation to software, hardware and
procedural

- verification evidence

- test cases from safety

- security refutation

- vulnerability analysis

([ROLLS]
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Package N N\
Security Requirements 1ton
Satisfaction
G8.

<system requirement SysRn>
satisfies <SecRn>

T

Argument over /
<technical requirements> <

S5.
Argument over
non-technical requirements>

—

Go.
<software requirement SWRn>
satisfies <SecRn>

G10.
<hardware requirement HWRn>
satisfies <SecRn>

G10.
<non-technical requirement
NTn> satisfies <SecRn>

Snl.
Evidence for
requirement
satisfaction

Sn2.
Evidence for
requirement
satisfaction

Sn3.
Evidence for
requirement
satisfaction




