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Why This Matters for High-Integrity
Systems

e Protects critical communication
channels

* Reduces risk of cryptographic
obsolescence

* Supports compliance with emerging
assurance standards

* Enhances resilience for long-life
assets

What can be done today?

Implement data minimisation
0 Reduce the amount of data stored

Adopt hybrid encryption Discovery Early ol
0 Combine post quantum and normal encryption planning Migggon Migration
techniques to achieve both efficient performance and complete

strong security.

Cryptographic Agility

0 Design systems to easily switch between
cryptographic algorithms as new threats and
standards emerge

RSA/ECC
deprecated

Full PQC

Regular security assessments
Adoption

0 Conduct ongoing reviews and updates of security
measures to ensure long-term data protection.

Emerging Quantum-Resistant

L]
Algorithms
Purpose Classic Algorithms |Quantum Resistant
Algorithms
Encryption &Key - psa Ecc CRYSTALS-Kyber
Exchange

CRYSTALS-Dilithium,

Digital Signatures RSA, ECDSA Falcon

Hash-Based

. SHA-2, SHA-3 SPHINCS+
Signatures

Integer Factorisation, Lattice / Hash-Based
Elliptic Curves Problems

Quantum Safe? ® \/

Security Basis



